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#Remote Access Installer/Uninstaller scripts
#Version 1.0 - 11/19/2015
#Maintained by Robert Sorensen

Updates

#Version 2.2 - 10/11/2019

- Updated script to support upgrade to BIG-IP 14.1.2.1
#Version 2.1 —07/16/19 — Remove Edge Client Cache directory as part of uninstall. Added -c option to
remove Edge Client Cache directory independent of uninstall.
#Version 2.0 — 05/07/18 — Updated script to support APM v.13.1.x — component helper apps, nhow
browser independent. Edge Client for Mac is also now installed.
#Version 1.8 - 01/12/18 - Fixed bug associated with upgrading mac_policyserver.tar file. Fixed 0-byte
host inspection plugin issue!
#1.7 — 08/16/17 — Updated to pull components from serv.nist.gov. Converted distribution file to base64
for ease of distribution.
#Version 1.6 - 07/14/17 - Updated to pull components from new serv-apm.nist.gov. A few minor bug
fixes.
#Version 1.5 - 03/11/16 - Updated logic so can run from any directory. Automatically check for updated
components and download if found.
#Version 1.4 - 02/29/16 - Added function to download components and added command line options to
main script (-i=install, -u=uninstall)
#Version 1.3 - 02/08/16 - Updated script to verify install directory (MacVPNScripts) is under SHOMEDIR
#Version 1.2 - 12/24/15 - Updated mac_inspectionhost.pkg and mac_sslvpn.pkg (APM 11.6 HF6)
#Version 1.1 - 12/15/15 - Updated scripts to provide better error reporting
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INSTALLATION

1. Open terminal session
- Hit <Command-Space Bar> (Spotlight search keyboard shortcut), enter ‘terminal’

Q_ terminal

TOP HIT

1 Terminal
APPLICATIONS

B Terminal

. iTerm
DEFINITION

B term

DOCUMENTS

Term Paper.dotx

patch-term.c.diff Terminal

- Press <Enter>

2. $ base64 -D -i MacSSLVPNScripts_v2.2.tar.b64.txt | tar xvfz - (location downloaded *.tar.b64.txt
file). Note: Trailing -’ after tar xvfz command. Will create a new subdirectory 'MacVPNScripts'

For example, if you downloaded MacSSLVPNScripts_v2.2.tar.b64.txt to your Downloads folder, then run:
S base64 -D -i Downloads/MacSSLVPNScripts_v2.2.tar.b64.txt | tar xvfz -

3. S cd MacVPNScripts
Usage: ./goremote option(s)
Usage: ./goremote option(s)

Version: 2.2 (10/11/2019)

Options:
-c (Clear Edge Client Cache)
-d (View Script Documentation)
-i (Install Add-ons)
-u (Uninstall Add-ons)
-v (Validate Add-ons)
-h (Usage options)

Ex:./goremote -i  Ex:./goremote -i
4. S ./goremote -u
5.§$ ./goremote -i
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USAGE

./goremote -h

Version: 2.2 (10/11/2019)

Options:
-c (Clear Edge Client Cache)
-d (View Script Documentation)
-1 (Install Add-ons)
-u (Uninstall Add-ons)
-v (Validate Add-ons)
-h (Usage options)
Ex: ./goremote -1
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CLEAR EDGE CLIENT CACHE

./goremote -c

Running Script v_2.2 (10/11/2019)...
Starting process to clear Edge Client Cache...

* /Users/rsoren/Library/Caches/com. f5networks.EdgeClient directory
already removed...

Remote Access Component Uninstallation Results:
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VALIDATE ADDONS

./goremote -v

Running Script v_2.2 (10/11/2019)...
Verifying if new components are available...done. All SSL VPN
components are latest wversion.

Remote Access Component Helper Validation Results:

Inspector Components: Failure
Endpoint Insp. Components: Failure
SSL VPN Components: Failure

NIST Edge Client: Success

Scripts PDF: Success

**Validation Failed**
..Failed OR if successful..
./goremote -v

Running Script v 2.2 (10/11/2019)...
Verifying if new components are available...done. All SSL VPN
components are latest version.

Remote Access Component Helper Validation Results:

Inspector Components: Success
Endpoint Insp. Components: Success
SSL VPN Components: Success

NIST Edge Client: Success

Scripts PDF: Success

**Validation Successful**
Please make sure to close all instances of browser before connecting
to https://inside.nist.gov...
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https://inside.nist.gov/

VIEW SCRIPT DOCUMENTATION

./goremote -d

Running Script v 2.2 (10/11/2019)...
Verifying and Opening Script Documentation PDF...

Checking for updated SSL VPN documentation...done. SSL VPN
documentation is latest version...

./goremote -d

Running Script v 2. 2 (10/11/2019)...

Tmp PkgName=scriptPDF...

Tmp PkgMD5=8334d43a5b81df9679e6131059cd159f. ..

Tmp PkgShortName=MacSSLVPNScripts.pdf...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf...

md5: /Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf: No such
file or directory

File /Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf not
found..

File '/Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf' doesn't
exist or failed checksum...

Downloading file
'/Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf'...

Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/share/MacSSLVPNScripts.pdf -o
/Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf'...

FHAHH A H AR
## 100.0%

File /Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf: OK

/Users/rsoren/MacVPNScripts//Docs/MacSSLVPNScripts.pdf downloaded...

Opening Script Documentation PDF...
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UNINSTALL SESSION

./goremote -u
Starting process to remove Remote Access Components from system...
Removing local components...

Running Script v_2.2 (10/11/2019)...
Starting process to remove Remote Access Components from system...

Removing local helper components...
** /Users/rsoren/Library/F5Networks directory

found...removing...done...
** /Applications/F5 Endpoint Inspector.app/ directory
found...removing...
[Please enter your 'sudo' password]
Enter PIN for 'Certificate For PIV Authentication (USER NAME) ': ***%%*
[enter your PIN]
.or.

Password: ****xxxx*x* [enter your current user passwd]
done. ..
Removing system SSL VPN plugin...

** /Applications/F5 VPN.app/ directory found...removing...

done. ..

** /Applications/BIG-IP Edge Client.app/ directory
found...removing...
done..

** /Users/rsoren/Library/Caches/com.f5networks.EdgeClient directory
found...removing...

done. ..
Running Script v_2.2 (10/11/2019)...

Remote Access Component Uninstallation Results:

Inspector Components: Success
Endpoint Insp. Components: Success
SSL VPN Components: Success

NIST Edge Client: Success

NIST Edge Client Cache: Success

Congratulations! All Remote Access Components have been successfully
removed.
Run ./goremote -1 to install Remote Access Components...
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INSTALL SESSION

./goremote -i

Running Script v 2.2 (10/11/2019)...
Starting process to install Remote Access Components...

Checking for updated SSL VPN documentation...done. SSL VPN
documentation is latest version...
Verified most current PDF downloaded...

Running Script v_2.2 (10/11/2019)...
Checking for updated SSL VPN components...done. All SSL VPN
components are latest version...

/Users/rsoren/MacVPNScripts/ found! Continuing install...

Tmp PkgName=tarl...

Tmp PkgMD5=d39320629£fd0797b26c8279£a9953b55. ..

Tmp PkgShortName=mac policyserver.tar...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//mac policyserver.tar...
md5: /Users/rsoren/MacVPNScripts//mac _policyserver.tar: No such file
or directory

File /Users/rsoren/MacVPNScripts//mac policyserver.tar not found..

File '/Users/rsoren/MacVPNScripts//mac policyserver.tar' doesn't exist
or failed checksum...

Downloading file

'/Users/rsoren/MacVPNScripts//mac policyserver.tar'...

Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/share/mac policyserver.tar -o
/Users/rsoren/MacVPNScripts//mac _policyserver.tar'...

FHAH A H AR
## 100.0%

File /Users/rsoren/MacVPNScripts//mac policyserver.tar: OK

Tmp PkgName=oesis...

Tmp PkgMD5=£708£40d4b3f6bb0b4340090ad4ba’7c77. ..

Tmp_ PkgShortName=mac oesisInspector.tar.ver...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//mac_oesisInspector.tar.ver...
md5: /Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver: No such
file or directory

File /Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver not
found..

File '/Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver' doesn't
exist or failed checksum...

Downloading file

'/Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver'...



Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/download/mac oesisInspector.tar.ver -o
/Users/rsoren/MacVPNScripts//mac_oesisInspector.tar.ver'...
S i i i
## 100.0%

File /Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver: OK

Tmp PkgName=pkgl...

Tmp PkgMD5=5el46ebfa352b65b16913f66af7e545f. ..

Tmp PkgShortName=mac_ fSepi.pkg...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//mac_f5epi.pkg...

md5: /Users/rsoren/MacVPNScripts//mac_ f5epi.pkg: No such file or
directory

File /Users/rsoren/MacVPNScripts//mac_ f5epi.pkg not found..

File '/Users/rsoren/MacVPNScripts//mac f5epi.pkg' doesn't exist or
failed checksum...

Downloading file '/Users/rsoren/MacVPNScripts//mac fbepi.pkg'...
Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/download/mac f5epi.pkg -o
/Users/rsoren/MacVPNScripts//mac_fSepi.pkg'...
dgdsssadstdssasdgdstdasdsdassdasdtadssdad AR A RARRARRR R EAEE
## 100.0%

File /Users/rsoren/MacVPNScripts//mac f5epi.pkg: OK

Tmp PkgName=pkg2...

Tmp PkgMD5=effc9adl6521080db220aa8a9d150020...

Tmp PkgShortName=mac f5vpn.pkg...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//mac f5vpn.pkg...

md5: /Users/rsoren/MacVPNScripts//mac f5vpn.pkg: No such file or
directory

File /Users/rsoren/MacVPNScripts//mac f5vpn.pkg not found..

File '/Users/rsoren/MacVPNScripts//mac_f5vpn.pkg' doesn't exist or
failed checksum...

Downloading file '/Users/rsoren/MacVPNScripts//mac_f5vpn.pkg'...
Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/download/mac f5vpn.pkg -o
/Users/rsoren/MacVPNScripts//mac_f5vpn.pkg'...

FH A H A S
## 100.0%

File /Users/rsoren/MacVPNScripts//mac f5vpn.pkg: OK

Tmp PkgName=macec...

Tmp PkgMD5=e4a45a0f0f£74ee929£82946d3ea70e85. ..

Tmp PkgShortName=mac edgesvpn.pkg...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//mac edgesvpn.pkg...



md5: /Users/rsoren/MacVPNScripts//mac edgesvpn.pkg: No such file or
directory
File /Users/rsoren/MacVPNScripts//mac edgesvpn.pkg not found..

File '/Users/rsoren/MacVPNScripts//mac edgesvpn.pkg' doesn't exist or
failed checksum...

Downloading file '/Users/rsoren/MacVPNScripts//mac edgesvpn.pkg'...
Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/share/mac_edgesvpn.pkg -o
/Users/rsoren/MacVPNScripts//mac_edgesvpn.pkg'...

FHAHH A A AR H A H AR AR AR
## 100.0%

File /Users/rsoren/MacVPNScripts//mac_ edgesvpn.pkg: OK

Tmp PkgName=macconfec...

Tmp PkgMD5=b0d9%ab5a7dllcdf71b753e9%9e7a£97140...

Tmp PkgShortName=config tmp.f5c...

Tmp PkgFile=/Users/rsoren/MacVPNScripts//config tmp.f5c...

md5: /Users/rsoren/MacVPNScripts//config tmp.f5c: No such file or
directory

File /Users/rsoren/MacVPNScripts//config tmp.f5c not found..

File '/Users/rsoren/MacVPNScripts//config tmp.f5c' doesn't exist or
failed checksum...

Downloading file '/Users/rsoren/MacVPNScripts//config tmp.f5c'...
Executing command 'curl -k -1 -# --retry 2 --connect-timeout 5
https://serv.nist.gov/public/share/config tmp.f5c -o
/Users/rsoren/MacVPNScripts//config tmp.f5c'...

FHAHH A R
## 100.0%

File /Users/rsoren/MacVPNScripts//config tmp.f5c: OK

Component packages

TGZ1l (md5)=/Users/rsoren/MacVPNScripts//mac policyserver.tar
(d39320629fd07970b26c8279fa9953b55) ...

PKGl (md5)=/Users/rsoren/MacVPNScripts//mac fb5epi.pkg
(5e1l46ebfa352b65b16913f66af7e545f) ...

PKG2 (md5)=/Users/rsoren/MacVPNScripts//mac_ f5vpn.pkg
(effc9adl16521080db220aa8a9d150020) ...

OESIS (md5)=/Users/rsoren/MacVPNScripts//mac oesisInspector.tar.ver
(£708£40d4b3£6bb0b4340090ad4ba7c77) ...

MACEC (md5)=/Users/rsoren/MacVPNScripts//mac_edgesvpn.pkg
(e4a45a0f0£f74ee929£82946d3ea70e85) ...

MACCONFEC (md5)=/Users/rsoren/MacVPNScripts//config tmp.f5c
(b0d9%baba’7dl1lcdf71b753e9e7a£97140) ...

Installing /Users/rsoren/MacVPNScripts//mac f5epi.pkg...



Password: ****xxxx*x* [enter your current user passwd]

installer: Package name is F5 Endpoint Inspector
installer: Upgrading at base path /
installer: The upgrade was successful.

Installing /Users/rsoren/MacVPNScripts//mac_ f5vpn.pkg...

installer: Package name is F5 VPN
installer: Upgrading at base path /
installer: The upgrade was successful.

Installing /Users/rsoren/MacVPNScripts//mac edgesvpn.pkg...

installer: Package name is BIG-IP Edge Client
installer: Upgrading at base path /
installer: The upgrade was successful.

Uncompressing SSL Inspector agent components from
/Users/rsoren/MacVPNScripts//mac policyserver.tar...

Removing directory '/Users/rsoren/Library/F5Networks'...
Creating '/Users/rsoren/Library/FbNetworks/Inspectors' directory
structure...

OesisInspector.dylib
OesisInspector4d.dylib
libwalocal.dylib
libwaapi.dylib
libwautils.dylib
libwaresource.dylib
PolicyServer

KoM X X X X X

Running Script v 2.2 (10/11/2019)...

Remote Access Component Helper Installation Results:

Inspector Components: Success
Endpoint Insp. Components: Success
SSL VPN Components: Success

NIST Edge Client: Success

Scripts PDF: Success

**Install Successful**
Please make sure to close all instances of browser before connecting
to https://inside.nist.gov...
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